
––– BASED ON A SAMPLE OF DATA SPYCLOUD RECAPTURED 

FROM THE CRIMINAL UNDERGROUND IN 2023.

THE
DIGITAL

IDENTITY
IN 20231 IN 4 RECORDS

CONTAINED INFORMATION ABOUT THE

USER NETWORK OR PHYSICAL LOCATION

1 IN 5 CHANCE
OF ALREADY BEING THE VICTIM

OF AN INFOSTEALER INFECTION

Based on our analysis 

of the average digital 

identity exposed and 

traded in the criminal 

underground

last year

THE
AVERAGE
PLAYER

9 BREACHES

15 BREACH RECORDS

4 UNIQUE EXPOSED
USERNAMES / EMAIL ADDRESSES

67% OF EMAILS
ACCOMPANIED BY A COMPROMISED PASSWORD


